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ABOUT RAIN

RAIN+ is a niche international research firm providing the latest on Al
+ Defense. We cover market intelligence, data analytics, ethics and
global news. Our three Divisions — Industry, Ethics, News —work in syn-
ergy to provide a unique and specialised source on the use of Al and
emerging technologies in the defense sector. The RAIN+ NEXUS DATA
LAB aggregates and analyses data in this highly specialised sector.

For more information: https://www.rainresearchgroup.ai.

About RAIN+ ETHICS

The deployment of artificial intelligence in the defense sector is pro-
voking a debate of seismic importance. RAIN+ Ethics is committed to
supporting and informing the debate around the ethics of Al use in
the Defense Sector. RAIN+ Ethics disentangles the dynamics of the
debate - the political, legal and ethical arguments and the implica-
tions of Al technology — provides clarification on the ethical positions
and summarises this in guidance reports. This division also maps the
landscape of stakeholders and regulatory initiatives to support lead-
ers and decision makers as they navigate the challenges of Al. For
more information: ethics@rainresearchgroup.ai.

About the primer

This primer provides an introduction to two crosscutting develop-
ments that will have an impact on Al + Defense in the future: first, the
ongoing efforts to (preemptively) control the design, development
and deployment of Al enhanced (lethal) autonomous weapon sys-
tems (LAWS); second, the increased R&D and (potential) future de-
ployment of such weapon systems by countries. The primer is the fifth
in a series of RAIN+ Ethics primers. Other primers can be found here:
https://www.rainresearchgroup.ai/ethics/primers.

It is an organic document that will be regularly updated. Feedback or
suggestions are welcomed and can be sent to
primers@rainresearchgroup.ai.
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1.AN INTERNATIONAL BAN ON AUTONOMOUS
WEAPONS?

Countries around the world are investing in artificial intelligence (Al) to bolster their defense capa-
bilities. While the Al field remains in large part an undiscovered territory, it has huge potential to
transform military affairs. Al-enhanced systems will enable militaries to prepare, sense, understand,
decide and execute faster and more efficiently than competitors. China and the US are leading the
way, but other countries are also applying Al to military systems and technologies. Ultimately, who-
ever wins the Al arms race is expected to prevail on the future battlefield.

Advancements in military Al have accelerated discussions about international control, especially
with regards to the development of (lethal) autonomous weapon systems. Autonomous weapons
have been called the third revolution in warfare, following gunpowder and nuclear weapons.
Their use could have a profound effect on the speed and scale of violence in future warfare. With
every technological revolution normally comes international control, whether existing, updated or
new international control.

Technological developments and innovation happen much faster than the political deci-
sion-making around lethal autonomous weapons. Often the research and development trajecto-
ries are based on public-private partnerships and technological accelerator programmes in which
military research institutions work together with startups or traditional defense companies. At the
political level, politicians need to think about adequate international control, but they also need
to take into account threats to national security and strategic military competition. This results
in a structural tension between the need for sound ethical and legal principles and the need to
keep up militarily with peer-competitors.

Any weapon system and its use currently must be reviewed under the principles laid out in the laws
of armed conflict, also referred to as international humanitarian law. These laws dictate that the de-
ployment of autonomous weapon systems can only be legal when they comply with the principles
of distinction, military necessity, proportionality and precaution. This applies to lethal and non-lethal
autonomous weapon systems, but also to so-called systems with autonomous capabilities. In addi-
tion to international humanitarian law, states are also already bound by international human rights
laws.

Despite the existing international legal basis, autonomous weapon systems have sparked much
debate about whether additional international control is needed. This ranges from adding them
to the list of weapons banned under the UN Convention on Certain Conventional Weapons (CCW) to
a new treaty on lethal autonomous weapon systems. The key argument for a ban is that these weap-
on systems are fundamentally different from other weapon systems falling under the current inter-
national legal framework. This difference is mostly explained by the consequence such autonomous
systems may have for effective and meaningful control (see RAIN+ Ethics primers 2 to 4 for more
information).

Countries opposing new international control, such as a treaty to pre-emptively ban lethal autono-
Mmous weapon systems, argue that existing controls are sufficient or that it is premature as these are
largely future technologies. There is also a lack of consensus on the definition of (lethal) autonomous
weapon systems.
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The contention with lethal or fully autonomous weapon systems

Lethal autonomous weapon systems (LAWS), also referred to as fully autonomous weapon systems,
are designed to search for, identify, select and strike human targets independently without a human
in the loop. They are most contentious because a machine killing a person raises fundamental moral
guestions about accountability, intent and human rights. The difficulty with LAWS is that the way
they are classified may change based on how they are used. For example, an uncrewed aircraft that
can be classified as a LAWS could also be solely used to strike non-human targets. In fact, its intended
use can even be defensive, to takedown hostile incoming aircraft. Conversely, an unarmed system
classified as an AWS can simply be converted into a LAWS by equipping it with weapons.

While this primer shows there is no consensus at the international level about international
control, there is also broad consensus around the following issues:

® The need for (lethal) autonomous weapon systems to always comply with existing internation-
al (and national) law, such as international humanitarian law.

® Theimportance of human decision-making, meaningful human control or judgments when it
comes to deciding whether autonomous weapons are acceptable or legal.

® The ethical and moral concern about fully autonomous weapon systems.

® The need for coommon definitions, especially about autonomous weapon systems and effec-
tive or meaningful human control.

® The acceptance of automatic or autonomous weapons systems for defensive purposes with-
out further international control (e.g. Patriot, Phalanx or Goalkeeper).
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AUTONOMOUS WEAPONS INTERNATIONAL CONTROL AND CAPABILITIES MAP

The map shows the positions of leading military countries regarding international control of (lethal) autonomous weapon systems as well as their current military Al and autonomous weapons capabilities.
Regulatory positions are indicated by different colours (see legend). Capabilities are ranked on a scale from 1-10, ranging from limited (2-3) to moderate (4-5), strong (6-7), advanced (8-9) and highly advanced (10).
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2. THE RAIN INTERNATIONAL CONTROL AND
CAPABILITIES MAP

The RAIN International Control and Capability map includes 30 leading military countries, which are
selected on the basis of their military budget and Al capabilities.

Africa (3) Asia and the Europe (9) Latin America Middle East Northern

Pacific (11) (2) (3) America (2)
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Egypt China France Colombia Saudi Arabia | The United
Morocco  India German United Arab  States (US)
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Russia Poland

Singapore Spain

South Korea The United

Taiwan Kingdom (UK)
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It combines two key variables:

® The position of countries regarding international control of (lethal) autonomous weapon sys-
tems

® The current military Al and autonomous weapons capabilities of countries

Definition of autonomous weapon systems

An autonomous weapon system (AWS) is a type of system that uses sensory data and computer algo-
rithms to independently search for, identify and engage targets based on programmed constraints
and descriptions. Broadly speaking the varying definitions of AWS fall into two categories:

The narrow definition

The narrow definition only includes those weapon systems capable of understanding high levels of
intent and direction. Al software enables these systems to understand their operational environment
and take decisions without a commander assessing the situation. The ministries of defense in the
UK and France have both adopted a version of this definition, which excludes any existing weapons
and systems currently in development. » See Primer #1 for a brief discussion of narrow and general Al.

The broad definition

The broad definition includes those weapon systems capable of selecting and/or engaging targets
independent from human control. This definition includes some existing weapon systems, such as the
Israeli Aerospace Industries Harpy. The Harpy is a loitering munition that independently searches for
radar signals from air defense systems. When it detects a signal, it hones in and destroys the target.
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Country capabilities

The capabilities related to autonomous weapon systems are ranked on a scale from 1-10. The coun-
tries are ranked by benchmarking their capabilities in four key areas:

Autonomous offensive systems: used for targeting, such as (semi)-autonomous sentry guns,
missiles and uncrewed aircraft. For example, the small STM KARGU kamikaze drone used by
Turkish Armed Forces is capable of autonomously navigating and tracking targets. It can also
strike targets but that requires input from a human operator.

Autonomous defensive systems: used to defend against incoming threats, such as (semi)-au-
tonomous air defense systems. For example, the US Lockheed Martin Aegis Combat System
can autonomously intercept anti-ship cruise missiles.

Military Al/Autonomy R&D: investments in research and development of military Al and au-
tonomous weapon systems (e.g. research into swarming and automatic target recognition).

Civilian Al/Autonomy R&D: investments in Al used for civilian and commercial purposes (e.g.
R&D for autonomous cars).

China and the US currently have the most advanced capabilities in all four key areas. They receive
the highest score 10 and serve as the benchmark for the other countries.

Country positions on new international control

The positions of 30 leading military countries are divided into five categories:

Against legislation: Countries against new legislation, a treaty that would preemptively ban or
further control lethal autonomous weapon systems, or a political declaration. Eleven countries
(37 per cent) currently fall within this category. It is important to note that these countries may
adopt national legislation to control autonomous weapons.

Call for further research: Countries stressing the need for additional research, common defi-
nitions or assessments. Additional research and discussion would, for example, need to answer
the question to what extent lethal autonomous weapon systems are covered by current legal
obligations of states. Five countries (17 per cent) currently fall within this category.

In favour of guidelines: Countries in favour of shared principles or a common political declara-
tion on lethal autonomous weapon systems. A political declaration would include common
ethical and legal principles such as the need for meaningful human control, accountability and
transparency. Two countries (7 per cent) currently fall within this category.

In favour of legislation: Countries in favour of new legislation or a treaty that would preemp-
tively ban or further control lethal autonomous weapon systems. This legislation would include
ensuring human control over the critical functions of these systems, which in principle means
that fully autonomous weapons would not be legal. Seven countries (23 per cent) currently fall
within this category.

No position: Countries with no officially stated position. Five countries (17 per cent) currently
fall within this category.
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https://www.stm.com.tr/en/kargu-autonomous-tactical-multi-rotor-attack-uav
https://www.lockheedmartin.com/en-us/products/aegis-combat-system.html

It is important to note that there is some overlap between the legal positions. Countries supportive
of guidelines or a political declaration, for example, may also support further research and discussion
to come to shared definitions. Countries can also shift their positions. For example, countries that
currently do not support new legislation may do so in the future when there is more clarity on the
legal or ethical implications of their use.

US National Level Policy

This report deals with the dynamics of international control of autonomous weapons, not national
level laws or regulations. For information on US national level controls see this Congressional Research
Service document on Department of Defense Directive 3000.09. RAIN+ Ethics will issue a separate
primer on US National Level controls. https://crsreports.congress.gov/product/pdf/IF/IF11150

Any new international controls would normally require implementation at the national level.
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INTERNATIONAL CONTROL OF AUTONOMOUS WEAPONS POSITIONS BREAKDOWN

The chart shows the positions of leading military countries regarding international control of (lethal) autonomous weapon systems.
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GLOBAL TECHNOLOGICAL CAPABILITIES OF AUTONOMOUS WEAPONS AND MILITARY Al

The chart shows the military Al and autonomous weapon systems capabilities of leading military countries. Capabilities are ranked on a scale from 1-10, ranging from limited (2-3) to moderate (4-5), strong (6-7),
advanced (8-9) and highly advanced (10).
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COUNTRY POSITIONS ON INTERNATIONAL CONTROL OF AUTONOMOUS WEAPONS

The chart shows the positions of leading military countries regarding international control of (lethal) autcnomous weapon systems as well as their current military Al and autonomous weapons capabilities. Regulatory
positions are indicated by different colours. Capabilities are ranked on a scale from 1-10, ranging from limited (2-3) to moderate (4-5), strong (6-7), advanced (8-9) and highly advanced (10).
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3. WHO’'S WHERE ON GLOBAL
INTERNATIONAL CONTROL OF
AUTONOMOUS WEAPONS

The following five key conclusions can be drawn from the map and
the bar charts:

® All countries with advanced or highly advanced capabili-
ties (8-10) except China are currently against an interna-
tional treaty banning lethal autonomous weapon systems
(Australia, Israel, Russia, South Korea, the UK and the US).

® China is an interesting case. It is currently in favour of a ban
on the use of lethal autonomous weapons systems, but not
on their development or production. China develops highly
advanced autonomous weapons.

® A significant group of leading military countries has not yet
decided on whether they support new legislation or not. This
includes countries with moderate capabilities calling for fur-
ther research (Canada, Japan, Poland, Netherlands and Nor-
way) as well as countries with no stated position on the inter-
national control of autonomous weapons (Iran, Singapore,
the UAE, Saudi Arabia and Taiwan).

® France and Germany are supporting a non-binding political
declaration rather than a ban. Both countries develop auton-
omous weapons and have moderate or strong capabilities.

® Most countries in favour of a legally binding instrument (a
new treaty) have relatively limited capabilities and are gener-
ally from the global south (e.g. countries from Africa and Lat-
in America). This is also the case when looking at the bigger
group of 30 countries (many of whom are not leading militar-
ies) that currently support a preemptive ban on fully autono-
mous weapons: 15 from Latin America: 8 come from Africa;
and 5 from Asia. Austria is the only European country sup-
porting such a ban.
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4. FURTHER READING

RAIN+ Ethics Primer #1: Introduction to Ethics and Al in the Defense Sector

RAIN+ Ethics Primer #2: Defining Autonomous Weapon Systems

RAIN+ Ethics Primer #3: Ethics of Autonomous Weapon Systems

RAIN+ Ethics Primer #4: Autonomous Weapon Systems and the Law
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You may reproduce small sections of this document (e.g. for use a quotations or references) under
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